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Action directed against the 
confidentiality, integrity and availability of 
computer systems, networks and 
computer data (Council of Europe, 2001). 

INTRODUCTION
#Cybercrime

2018

$1.5 TRILLION 
DOLLARS

2025

$9 TRILLION 
DOLLARS

(United Nations, 
2022)

#CyberFinancialCrime
A subset of cybercrime - often referred to 
as technological crime involving the 
unlawful possession of property 
belonging to others

Most cyber financial crime cases result in (or attempt to result 
in) monetary loss as the unauthorized users often attempt 

financial gains through technological exploitation 



Scientific knowledge is collectively produced, constituted and 
legitimated 

Pay attention to both the social and the material context

Technoscience = socially and culturally configured and is not free from 
social bias and prejudice

Lay expertise and citizen science can also be valid when considering 
both technoscientific and political actions and choices

Technoscience and society are often co-produced in that our social 
orders are shaped by technoscience and vice versa

What’s Science and Technology Studies?



STS Concepts



Why not Criminology / 
Information Security

• Contested Definition

• Situated knowledge: financial institutions have the situated knowledge to make 
situated claims, and therefore produce situated legitimacy

• A part of “knowing” is also knowing how to “work the system”—how to make 
consumers acknowledge their misconduct and how to shape their victimization 
experiences based on each case scenario 

• Criminology is often binary – but cybercrime/cyber financial crime is often not

How do we create a democratic and 
scientific governance process when 

financial institutions are the only actors 
that have access to privileged situated 

knowledge? 



Council of Europe Octopus 
Conference 2021





Part Two

My Academic & 
Professional 
Experience... So Far



Student Question:

What it takes and what it needs to become a cyber 
security worker in a bank. What does the career 
path look like?



My Career/PhD Journey
Learning and Growing

Corporate Office: Fraud 

/ Senior Fraud 

Investigator

Level 5+

Master of Criminal 

Justice in Cybercrime

2017-2018

Fraud Resource 

Officer / Trainer / 

Fraud Team Manager

Level 7+

STS PhD 

Coursework

2018-2019

Fraud Strategist / 

Senior Fraud 

Strategist 

Level 9+

STS PhD Comp & 

Proposal

2020-2021

Manager of Strategic Initiatives

Level 10+  And ALMOST THERE!

Cybercriminology Lecturer @ Laurier

STS PhD Research + Dissertation

2022-2023

Retail Banking: 

Client Advisor 

Level 3+

Finishing Undergrad

2015-2016



Part Three

COVID & Cyber Financial 
Crime: Typology



As the public moves from in-person to online activities, 

the likelihood of cybercrime victimization also 

increases.

Cybercriminals now have more opportunities to exploit 

online service users in various creative ways. 

Ma, K. W. F., & McKinnon, T. (2021). COVID-19 and cyber fraud: emerging threats 

during the pandemic. Journal of Financial Crime.



Right after COVID





Peak=
Spring / Early 

Summer



Student Question:

What's the distribution of different types cyber crimes and 
which ones are most popular, and why?



Digital 
Channels

Real-Time 
Transactions: 
Irrevocable

Loss 
Distribution



Frequency 

Loss

Elder Abuse

Virtual Assets Theft
Scareware Attack
Romance Scam
Employment Scam

Investment Scam
Imposter Scam
Romance Scam



Note: Source from Canadian Anti-Fraud Centre (2022). A screenshot showing Top 5 Dollar Loss 

by Year and Fraud Type https://publications.gc.ca/collections/collection_2022/grc-rcmp/PS61-46-

2021-eng.pdf 

https://publications.gc.ca/collections/collection_2022/grc-rcmp/PS61-46-2021-eng.pdf
https://publications.gc.ca/collections/collection_2022/grc-rcmp/PS61-46-2021-eng.pdf


Psychological

Physiological

Financial

Social

Technological

…

Financial Burden

- Job Loss

- Less Job Opportunities in Service 

Industry

- Inflation 

- Assisting Friends and Families 

Financially

Well Beings

- Social Isolation

- Life Events: Divorce / Recent Loss 

- Travel Restriction

- Separation from Overseas Friends & 

Families

- Physical Well Beings

Cybersecurity

- New Digital Platforms & Technologies

- Working Remotely

- Online Shopping

- Digital Entertainment

- Financial Technology



Possible Vulnerabilities

- Job Scam

- Love Scam

- Emergency Scam

- Remote Access Control Scam

- Government Impersonator Scam

- Download of Malicious Software

- SIM Card Swap / SIM Hijacking 

- Text Rerouting / Call Forwarding

- SME Business Executive Scams

- Online Learning Scams

- Phishing / Smishing / Vishing

- Food Bank / Emergency Shelter Scam

- COVID-19 Government Relief Funds Application

- COVID-19 Testing Kits / Cure / Supplement

- COVID-19 Vaccine Certificate Scam

- COVID-19 Contact Tracking Scams

- COVID-19 Donation Scams



Understanding COVID-19-themed cyber 

fraud with traditional criminological

theories

Anomie Theory

Rapid social changes that occur in an organic society (in this 

case, the onset of COVID-19) will lead to the state of anomie.

“breakdown of the ability of a society to regulate the natural 

drives of individuals in the face of rapid social change”

01

Strain Theory

The emphasis on achieving material gains outweighs the need to 

follow rules, which leads to individuals

using any means necessary, including crime, to achieve such 

goals under social pressure

02

Rational Choice Theory

Weighing their options

03



Psychological Vulnerabilities Classic APP Scams or Social Engineering Techniques

Loneliness Romance Scams; Sextortion; Companionship Scams; Sugarbaby Scams 

Greed Investment Scams; Cryptocurrencies Scams; Counterfeit Merchandise 

Scams

Opportunistic Job Scams; Health or Weight Loss Scams; Fake Lottery Wins; Holiday 

Scams; Mystery Shoppers Scams; Inheritance Scams; Fake Business 

Opportunities; Ticket Fraud; Education or Training Fraud; Rental and 

Housing Scams

Fear of Authority Taxpayer Scams; Fake Law Enforcement Agencies; Bank Investigator 

Scams; Fake Collection Agencies; Immigration Scams; Fake Hydro or 

Utilities; Fake Politician or Influencers Scams; Business Email Compromise 

or CEO Scams

Curiosity Psychic Scams; Online Auction Fraud; Free Trail Scams; Wangiri Scams; 

Gift Card or Shopping Credit Scams; USB Baiting Scams

Distress Ransomware Scares; Fake Bomb Threat; Help Desk/Tech Support Scams

Urgency or Emergency Accidents or Emergency Scams; Hostage Scams; Fake Charities



Why it's important to have an updated 

typology

- Create Targeted Fraud Strategies

- Improve Procedures and Regulations

- Provide Detection and Investigation Training

- Educate the Public

- Govern Technology Development

- Manage Criminal Activities and Limit Unintended Funding to 

Organized Crime Rings

- Tailor Victim Services Accordingly

- Reduce Fraud Losses and Increase Fraud Recovery

- Effective Public-Private Partnership



COVID-19

Themed Cyber 

Fraud

Classification



01 Unauthorized transactions using financial information

02 Unauthorized transactions using identity information

03 Authorized transactions without fraudulent intent

04 Authorized transactions with fraudulent intent



Unauthorized Transactions 

Using Financial Information

Only the financial information is compromised – not the identity

Cybercriminals in this scenario do have enough financial information to

achieve illegal monetary gains through unauthorized transactions



Unauthorized 

Transactions Using 

Financial Information

Examples

Elder Abuse

- Social Distancing Concerns: 

Leveraging Social Resources for 

Daily Activities

- “Trusted Others” such as family 

members, caregivers, neighbours 

and friends are given access to 

sensitive financial information

- Max out credit card online / ATM 

cash out / digital money transfer

Domain Spoofing

- Top-level Domain Spoofing: 

- who.int vs. who.edu (fake); 

- Typosquatting: 

- who.int vs. whoo.com (fake); 

- Visual Homograph: 

- google.com vs. g00g1e.com (fake);

- Semantic Spoofing: 

- who.int vs. tedrosadhanom.com (fake); 

- Combination: 

- who.int vs. w^hoo.edu (fake)

Device Vulnerabilities

- Compromised Merchants

- Online

- POS Machine

- ATM

- Use of Cyber Crimeware: trojans, 

viruses, bots (e.g.FriendBot), 

keyloggers, backdoors, e-skimming, 

spyware, ransomware, scareware, 

adware, worms, malicious code and 

denial-of-service



Unauthorized Transactions 

Using Identity Information

An escalation from the previous categories: 

A victim’s identity information is compromised, 

and the cybercriminal gains sufficient information 

to engage in cyber fraud



Unauthorized 

Transactions Using 

Identity Information

Examples

Contact Tracing Scam

- Contact individuals to inform them that they may have been exposed 

to COVID-19

- Pay for Testing Kits

- Some contact tracer scammers may even intimidate victims by 

threatening their immigration status 

- Instruct them to download malware by clicking suspicious emails or 

text messages

Government Financial Relief Program

- Helping applicants (new immigrants/language barriers/elderly) to file 

the applications then steal their identities

- Using compromised identity information to file fraudulent financial 

relief program support

- Impersonating government official to disqualify the benefit receiver 

then contacting victims for urgent repayment



Authorized Transactions 

without Fraudulent Intent

“I did this, but I did not know it was fraud”

Victims authorizing transactions that are fraudulent in nature 

but are conducted without victims having fraudulent intent or knowing 

that they are committing fraud.



Authorized Transactions 

without Fraudulent 

Intent

Examples

Employment Scam

- Advance fee for training

- Buying expensive equipment and supplies to work from 

home

- Cheque-cashing scheme: wire back the pay cheque 

difference

- Asked to purchase cryptocurrencies

- Downloading malware for “work purposes”

- Stealing Identification during the hiring process

Romance Fraud

- Fake profile

- Building what may feel like a real, loving relationship

- Earning victim’s trust

- Ask the victim to help them through a difficult life situation by 

sending money

- Cheque-cashing scheme: pretend that

- they are living abroad and are unable to cash cheques-

>victims unknowingly commit a crime by cashing a 

fraudulent cheque

- Variation: Sugar Daddy Scam



Authorized Transactions with 

Fraudulent Intent

The Real Fraudsters



Authorized Transactions 

with Fraudulent Intent

Examples

Launder Illicit Funds Online

- Digital Entertainment / Online Gambling

- Increased use of virtual assets to move and conceal illicit funds 

during COVID

- Blackmail attempts, paying for non-existent 

treatments/equipment, investment scams

- Linked to Organized Crime Rings: Human Trafficking, Drug 

Trafficking, Terrorist Activities and etc.

For Financial Gains

- Filing fraudulent credit card applications

- Misusing credit cards

- Issuing fraudulent cheques 

- Abusing online cheque deposit functions

- Busting out credit cards 

- Defaulting on loans



Why it's important to have an updated 

typology

- Create Targeted Fraud Strategies

- Improve Procedures and Regulations

- Provide Detection and Investigation Training

- Educate the Public

- Govern Technology Development

- Manage Criminal Activities and Limit Unintended Funding

- Tailor Victim Services Accordingly

- Reduce Fraud Losses and Increase Fraud Recovery

- Effective Public-Private Partnership



Part Four

Re – Defining Cyber 
Financial Crime 
Victimization: Financial 
Institutions



VICTIMS OF CYBER FINANCIAL CRIME?

Bank card information stolen online

Compromised digital identities

Financial losses through a cybercrime event



WHO ARE THE VICTIMS 
OF CYBER FINANCIAL 
CRIME?

"Victims" means persons who, 
individually or collectively, have 
suffered harm, including physical or 
mental injury, emotional suffering, 
economic loss or substantial 
impairment of their fundamental 
rights

(United Nations Human Rights Office of 
the High Commissioner, 1985)



Many, therefore, may 
assume that cyber 
financial crime victims 
are those who suffer from 
financial losses through a 
cybercrime event

ASSUMPTION

Is this perception true, 
however? More specifically, for 
our purposes, is this perception 

true in North America? 



While this definition is certainly valid in some cases, it is 
not always applicable and may be contingent on 
circumstances or contexts. 

Financial institutions in North America play a significant 
role in defining and classifying cyber financial crime 
victimization. 

POINT 1: CONTESTED DEFINITION

Social construction of North American victim 
identities in the digital era can be shaped by non-
governmental institutions. 

Power to detect, investigate, interpret, determine, 
adjudicate, and even punish cyber financial 
crime. 

POINT 2: SOCIAL CONTRUCTION OF 
VICTIM IDENTITIES BY 
INSTITUITIONS

While North American financial institutions are not public 
law enforcement agencies, when it comes to cyber 
financial crime, major banks work together in order to
regulate and manage cyber financial crime.

POINT 3: NON-GOVERNMENTAL 
REGULATION 

The role of non-governmental 
institutions, such as financial 

institutions, in producing, using, 
disseminating, and contesting 

authoritative concepts and knowledge 
related to cyber financial crime



Student Question:

Real stories of cyber criminals and cyber security 
defenders. Case studies? 



CASE II CASE III

• Job scam victim
• Fake paycheck
• Deposited and 

attempted to 
withdraw

CASE I

• Love scam victim
• Shared account
• Deposited stolen 

money (proceeds 
of crime)

• Phishing link victim
• Stolen credentials
• Applied for fraudulent 

credit cards online



CO-CONSTRUCTING

When North American financial institutions produce 
victim identities, they are co-constructing the 
knowledge and political order together with:

• the perpetrators
• the victims
• the governments
• the law enforcement agencies
• the media
• other financial institutions
• and other public actors including regulatory 

bodies

The investigation and adjudication decisions are not static; they are fluid, and embedded within 
sociotechnical interactions and cognitive assumptions.

The social construction of cyber financial crime 
victim identities in the digital era can be shaped 

by North American financial institutions’ 
governance guidelines, bank card holder 
agreement and policies, and operational 

procedure. 



DISCUSSIONS 
• Fluid definitions and interpretations of cyber financial crime victimization

• North American financial institutions are shaping and reproducing the 
concept of cyber financial crime victimization on an ongoing basis through 
daily customer interactions, which continually legitimizes the process. 

• Co-existing identities as both victims and perpetrators

• Interestingly, the perpetrator identity can quickly shift to the victim identity 
if the customer threatens legal action or media exposure. 

• Claims can be legitimized based on an institution’s unique customer 
knowledge

• Victimization due to cyber financial crime varies on a case by case basis, 
and levels of  innocence and guilt can also vary. 



Student Question:

Why bank systems (transactions, platform services) 
are so slow? Is there any particular reasons for 
that?



Human Actors Non-Human Actors

Cybersecurity Companies Digital Banking Applications or Interfaces

Financial Institutions Telecommunication Infrastructure

Telecommunication Service Provider Malicious Codes

Users / Consumers with Psychological Vulnerabilities Anti-Virus Software 

Cybercriminals / Organized Crime Rings OTP / Two Step Verification

Governmental Agencies Phishing Emails / Calls / Mails / Text Messages

News Media Digital Devices including Servers

Online Merchants / Vendors / Service Providers Websites

Financial Technology Companies Network Technologies

Regulators Consumer Credentials

Payment Service Providers Digital Payment Methods

Policy Makers Quantum Computing

Cybercrime Victim Services Blockchains

Social Media Companies Government Assistance Funds

Application / Software Development Companies Bank Accounts

Disadvantaged Social Groups Payment Transfer Systems

Relationship Abuser Online Service Platform

Human Trafficker Email Accounts

Gift Card Retailors / Money or Remittance Services Social Media Advertisement



THANK YOU

Presented by 
Katelyn Wan Fei Ma

Ph.D Candidate @ Graduate Program 
in Science and Technology Studies

York University

Lecturer, Department of Criminology, 
Faculty of Human and Social 

Sciences, Wilfrid Laurier University

Manager of Strategic Initiatives, North 
American Fraud Operations

Let's Connect!
@KatelynWanFeiMa
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